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Management Summary

Two important regulations, the Data Act (DA) and Data 
Governance Act (DGA), have been adopted as part of the  
European Commission’s Digital Strategy and Digital Decade.  
This white paper discusses their implications for the 
energy sector and explores them based on three use cases. 

With the number of decentralized power generation 
and consumption systems growing sharply and intercon-
nections between energy and the other major sectors of 
heating and mobility also on the rise, the energy sector 
faces particular challenges when it comes to the digital 
transformation and use of data. This makes the opportu-
nities and risks associated with future data regulations of 
particular interest. 

The most striking change has come through the Data Act 
(DA), in the form of the right of equipment operators to 
receive their data generated during operation from the 
manufacturer and use it themselves or through third-par-
ty service providers. This expands data availability for 
operators of wind turbines, for example, and permits the 
use of data with service partners to optimize operation 
and maintenance. This utilization route can also be trans-
lated to operation of other kinds of equipment. 

The Data Governance Act (DGA) creates a legal frame-
work for data donation and trusteeship models. These 
models may be of interest from the standpoint of the 
energy industry in terms of obtaining rights to use mea-
surement data pertaining to consumers, which can be 
used anonymously and for a specific purpose such as cre-
ating better and more individual household load profiles. 

In the field of electric mobility as well, a data trusteeship 
model may be a way to resolve the pronounced conflicts 
of interest between automotive manufacturers and 
energy sector users when it comes to the use of electric 
vehicle (EV) battery data. Data access that is accepted by 
both sides creates tremendous potential for both avail-
ability and flexibility of data from EV fleets.

These and other applications unlock new opportunities, 
but the regulations also come with great complexity. The 
DGA in particular imposes extensive obligations on data 
trustees. In addition, it is often difficult to develop busi-
ness models for data trustees in practice in the absence of 
public start-up funding. 

For the business sector, one of the main impacts of the 
coming regulations is that they create a need for organi-
zations to revise their own digital and data strategies or 
craft new ones altogether. Especially in plant and systems 
engineering, there are also costs and effort involved 
for developing and providing additional interfaces for 
customers. At the industry level, associations can take 
on new roles as neutral data trustees. To this end, the 
associations should hold internal discussions, define goals 
and work toward those goals in funded projects. At the 
same time, there is a need for revision and simplification 
of the DGA from the policy side to create greater scope 
for implementation of data trustee and intermediation 
services.



1.	 Introduction

The Data Act and Data Governance Act, both part of the 
European Commission’s Digital Strategy and Digital Decade, are 
important regulations that are now in place to simplify access to 
and use of data. The objective of both regulations is to support 
data-driven innovation and streamline existing processes in 
various industrial sectors in order to bolster competitiveness. 
The Data Act is intended to make more data available from 
internet-connected products. The aim is to enable transparent 
and fair access, including for small and medium-sized enterpris-
es (SMEs). The Data Act and Data Governance Act represent 
the overall framework for improved exchanges of data, but 
they do not supply concrete implementation. With this in mind, 
this white paper takes a deeper dive into how both pieces of 
legislation affect data-driven innovation in the energy sector 
and identifies potential actions that energy sector stakeholders 
can take.

With the number of connected products such as decentralized 
power generation and consumption systems growing sharply, 
the energy sector faces particular challenges when it comes 
to the digital transformation and use of data. Furthermore, 
increasing sector coupling also means that there are large 
volumes of data to coordinate between the electricity, heating 
and transport sectors. These two regulations are thus especially 
relevant to the energy sector, as it is home to a large number of 
connected devices that generate data. 

The new regulations offer numerous opportunities for operators 
of connected products by giving them simple access from the 
manufacturer to the data their equipment generates during 
operation, along with the chance to use these data themselves 
or through third-party service providers. Leveraging data in 
this way can help with aspects such as optimizing operational 
workflows, thereby cutting costs. Improved access to data can 
also give rise to new business models in that the data can be 
used as a basis for targeting product improvements or devel-
oping enhanced services, for example to maintain systems or 
equipment. 

At the same time, the new regulations also involve additional 
requirements, and with them, risks. Increased availability and 
use of data require more robust data protection and security 

measures to guard sensitive information against misuse. 
Companies need to ensure that they are able to meet the new 
legal requirements and zero in on where they need to invest 
in IT infrastructure and expertise. For manufacturers of inter-
net-connected equipment, it is necessary to review which data 
their systems and equipment collect and in what form they 
can continue to use these data, including in the future, if their 
customers’ rights as operators are reinforced by the Data Act. 
The requirements that apply to easy access to equipment data 
may open up new opportunities for exchanging data between 
companies and bolster collaboration and interoperability among 
stakeholders in the energy sector. 

Against this background, the Data Act and Data Governance 
Act offer significant opportunities to advance the digital trans-
formation and data use in the energy sector. The implications 
of these regulations are multifaceted, opening up opportunities 
for energy sector stakeholders to enhance their competitiveness 
while also creating certain risks related to meeting require-
ments. Therefore, the goal of this white paper is to develop an 
improved understanding of the ramifications of the new data 
regulations and highlight ways the energy sector can successful-
ly navigate these changes.
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2.	 Fundamentals of Data Exchanges 

2.1.	 Parties to data exchanges

The key parties to data exchanges are the users and providers 
of data. As the term suggests, the providers make their  
data available to the data users. For users, the focus is gener
ally on the availability of suitable data and on verifying  
the quality of the data so they can use the information in their 
own use cases. For data providers, the typical top priorities 
are ease of sharing data (interoperability) and preventing risks 
(such as leaks of trade secrets), along with assuring  
data quality.

Data trustees are intermediaries who bring the two parties 
together and both make the data exchange possible and 
simplify it. In particular, their role involves helping to foster 
trust between the parties. Experiments involving various data 
trusteeship models are currently under way across a variety of 

industries, from automotive and mobility to crop production 
and forestry. However, there is not yet a general model that 
has emerged as optimum at this point. Even without a single 
model, there are a number of aspects that data trustees com-
monly handle or support: 

Secure technical infrastructure for data exchange
Trustworthy authentication of data users and data providers
Data catalogs or portals to help find available data
Sample agreements and standard clauses for data exchange
Payment settlement and similar processes

 
Ambitious data trustees can also offer other functions, such 
as active matchmaking between providers and users, devel-
opment and certification of software tools and solutions and 
even orchestration of comprehensive data and developer 
ecosystems.
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Two important subcategories of data trustees are data inter-
mediation services (DISs) and data altruism organizations 
(DAOs), which are defined in the Data Governance Act and are 
subject to certain obligations, some of them extensive, under 
the DGA (see Sec. 2.5 below). However, not all data trustees 
and data donor organizations necessarily fall within the scope 
of the DGA. Some are even explicitly exempt; this includes 
data brokers and data trustees that serve only a closed (limited) 
group of providers and users. 

2.2.	 Data categories and data sources

Depending on the scale and type of protection required, data 
falls under two different categories: open data and protect-
ed data. These categories can also be further subdivided into 
subcategories in some cases. Which category data belongs to 
has implications for exchanges of data. The less protected data 
is, the simpler it is to share. Another category that is growing 
increasingly important is synthetic data.

Open data: Data that can be used, distributed and reused 
without restrictions.1 Data that was originally personally 
identifiable and has been anonymized — i.e., the connection  
to a specific individual has been irreversibly broken, so it is 
impossible that this person will be reidentified — is also con-
sidered non-personal data and can be used as open data.
Protected data: All other data that is not publicly accessible 
and is protected. Depending on the reason for the protec-
tion and the scope of protection afforded, this category can 
be further broken down as follows: 
Personally identifiable data: Data that relates to an identified  
or identifiable natural person and thus falls within the scope 
of the data protection and privacy laws (GDPR, BDSG, etc.).
	– “Special categories” of personal data: Article 9 

GDPR creates a subcategory of data that requires special 
protection (because it is presumably especially sensi-
tive). This includes data revealing racial or ethnic origin, 
political opinions, religious or philosophical beliefs or 
trade union membership, along with genetic, biometric 
and health-related data and data concerning a person’s 
sex life and sexual orientation. Processing of these types 
of data is subject to especially stringent conditions. These 
kinds of data are likely to be seldom relevant to the 
energy sector, however.

	– Data containing trade secrets: Data concerning certain 
technical systems or processes often includes critical busi-
ness information, such as battery characteristics in the 
energy storage industry. Each company has to define for 

1	 https://data.europa.eu/elearning/en/module1/#/id/co-01

2	 Anonymization or deletion of business data and similar data is by definition associated with a loss of information. How much information is lost and how problem-
atic the loss is depend on the specific issue at hand and the details of the data set. There are statistical techniques that can be used to calculate the expected loss 
of information. 

itself which of its data can be shared without restrictions, 
which can be shared only subject to certain conditions or 
with specific users and which is so sensitive that it cannot 
be made available to external parties. 

	– Synthetic data: Data generated artificially. Synthetic 
data is generated based on a “real” data set. The artifi-
cial (synthetic) new data set replicates the structures of 
the original set on which it is based, but without individ-
ual “artificial” values being associated with the underly-
ing “real” values and without any possibility of inferring 
information that would identify those underlying real 
values from the artificial data set. Synthetic data plays a 
growing role in AI development. 

There are many different data sources. Sources that are espe-
cially important to the energy sector are:

Industrial production, plant and equipment data
Time series of measurement data concerning power use by 
households and companies 
Public data from public bodies 
Research data and association data

2.3.	 The data life cycle

Exchanges of data take place within the data life cycle, which 
can be visualized as having five stages (see Fig. 1).

The first stage of the data life cycle is (1) collection. The data 
provider typically handles this part, which generally involves 
the use of sensors and occasionally (in the case of households, 
for example) manual entry as well. Software applications can 
also generate data relevant to the energy sector, such as price 
predictions and energy market transaction data.

The next part of the data life cycle is (2) preparation or 
enhancement of the raw data that has been collected to 
make it usable for further analyses and processing. This step 
includes, in particular, cleaning the data to eliminate mea-
surement, unit, format and other errors, along with format-
tingand possibly annotating or compiling the data accord-
ing to a set formula or pattern. In the case of personal data, 
the preparation process can also include anonymization or 
pseudonymization to ensure that data protection and data 
security are observed. This is especially important if there are 
plans to share the data. For the same reason, critical informa-
tion can be deleted from data that is not personally identifiable 
but still requires protection (such as trade secrets).2

https://data.europa.eu/elearning/en/module1/#/id/co-01


Fig. 1: The data life cycle: collection, preparation, access, pro-
cessing and deletion

1. Data collection

2. Preparation or 
enrichment

3. Access to the data 
for the user

4. Processing 
of the data

5. Deletion or 
archiving
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One very important aspect if the data will be shared or even 
merely used broadly within the organization that has collected 
it is the generation of meaningful metadata. Good metadata 
allows users to find relevant data sets and quickly understand 
which data the set contains; how the data is structured, 
formatted, annotated and/or coded; by whom and when it 
was collected; the quality and reliability of the information; 
which units are used and how the raw data was processed and 
prepared. Metadata should be generated according to defined 
standards and specified vocabularies. There are numerous 
metadata standards these days.3

If the data is shared, the provider now grants the user  
(3) access to the data. Concretely, this can take place by way 
of machine-to-machine communication, for example via an 
API, or through human-to-machine communication in the 
form of provision in a web portal or transmission by email. 
The disadvantage of this route for the data provider is that the 
provider gives up all practical control over the data. 

Alternatively, the data can also be uploaded to a secure data 
space that is under the control of the data provider or a third 
party (such as a data trustee). Users then process the data 

3	 For example, see https://rdamsc.bath.ac.uk/ and https://www.dcc.ac.uk/guidance/standards/metadata/list.

inside this space so that the provider or trustworthy third party 
retain the ability to monitor and control the data. Finally, the 
data provider can refrain from giving the user any direct access 
to the data at all, instead merely allowing the user to send their 
own algorithms to the data provider (or the trustworthy third 
party). In this case, the provider or third party implements the 
algorithms on the data and all the user receives back is the 
results of the calculations. In any event, the data provider, user 
and any third parties (trustees, other service providers) need to 
reach organizational and technical agreements so the data are 
available and can be processed securely and in high quality.

Once the shared data have been provided for the data user, the 
(4) processing can take place to generate value from the data. 
The final step is (5) the deletion or archiving of the data, 
depending on the agreement between the data provider, users 
and any third parties that may be involved.

At each of these steps, the data providers and users face 
various challenges when it comes to enabling the seamless 
exchange of data in the energy sector. 

2.4.	 Challenges in exchanging data

2.4.1.	 Economic challenges and risks
Increased sharing and joint use of data between companies, 
government entities and even households are key drivers of 
economic growth, new business opportunities and achieve-
ment of transformative goals such as the energy transition. The 
EU’s data strategy and digital transformation strategy, along 
with multiple new EU regulations, create a legal and political 
framework for this. 

In spite of its potential, however, data sharing is not necessarily 
an immediate success. The reason for this is that data provid-
ers and users often face a fundamental trilemma involving 
benefits, costs and risks or uncertainties. Sharing data is 
worthwhile for both providers and users if the value created in 
the process (the benefit) outweighs the costs and risks. How-
ever, it can be difficult to gauge ahead of time whether this is 
the case. This means that advances in data sharing will require 
lower costs and risks, greater benefit and reduced uncertainty.

The value (benefit) for data users typically lies in additional 
sales, cost reductions or innovations made possible by the 
shared data. Possible benefits to data providers include fees 
or other monetary compensation that they can charge for the 
data, reciprocal access to data or products or services that users 
develop with the data and provide to the providers at a lower 
cost. Providers can also grant access to data as a contribution 

https://rdamsc.bath.ac.uk/
https://www.dcc.ac.uk/guidance/standards/metadata/list
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to the wider community even without a direct economic bene-
fit, for instance as a data donation or for PR reasons. 

The main cost on both sides is generally the personnel expens-
es involved in sharing and preparing the data, verifying quality 
and analyzing the information. Other costs arise from the time 
and effort involved in identifying and pursuing valuable use 
cases for the data, entering into agreements with the data pro-
vider or user, ensuring compliance, any necessary investments 
in IT infrastructure and potential fees for data access. 

Key risks arise from deficiencies in data protection, privacy, 
data security and legal certainty. For data providers, there is a 
risk that their data will be analyzed for illegitimate purposes 
or by unauthorized parties or that trade secrets will leak out. 
Data users run the risk that errors in the data or metadata 
will go undetected, leading to costly further errors down the 
line, or that the added value they hope to achieve by using 
the data will not be realized. As one typical example, uneven 
data quality can significantly impair the accuracy and reliability 
of AI applications. And finally, each side faces the risk that 
compliance violations by the other party may rebound onto it, 
resulting in legal damages or reputational harm. 

Another area of uncertainty regards which valuable use cases 
there are, what data is needed for those use cases, how much 
added value there is to be achieved and what levels of time, 
effort and expense will be needed to get there. This is of spe-
cial concern where plans call for developing cross-industry or 
cross-domain use cases. These hold out the greatest potential 
for innovation but are often the least defined. Amid this situa-
tion, identifying and developing use cases frequently requires 
extensive communication and collaboration between potential 
partners. Trustworthy third parties can play an important role 
as matchmakers, bringing data providers and users together 
and helping them to identify use cases.

Intermediaries like data trustees help to reduce the risks and 
costs for data providers and users alike. They lower the costs of 
searching through matchmaking and by providing maintained 
data catalogs and portals, help to guarantee the trustworthi-
ness of the parties and the security of transactions and support 
the handling of transactions from a technical, legal and busi-
ness perspective.

2.4.2.	 Data standardization
The data user needs to be able to interpret and further process 
the data that is provided. This makes the use of standards cru-
cial. Data that is collected and provided according to standards 
reaches a larger market and is more versatile, which makes it 
of higher value. 

This unlocks particular opportunities for the energy sector, as 
many processes and data formats are already regulated in this 

industry and are in place at businesses. The unregulated parts 
of the industry hold significant potential as well, for example 
in the provision of operating data on equipment or commu-
nication of data for emerging processes such as provision of 
flexibility. 

2.4.3.	 Challenges in exchanging data
Before any data is processed (collection, cleaning, analysis, 
deletion, etc.) or exchanged, it is necessary to ensure legal 
compliance. This is especially the case for personally identifiable 
data (see Article 6 in conjunction with Article 5 GDPR), but it is 
also true of data that is not personally identifiable where speci-
fied by other provisions, such as those of copyright or competi-
tion law or contracts. Fundamental issues, which are generally 
covered by a contract or data protection policy, include the 
purposes for which the data is processed, the extent to which 
the data or the results of processing are permitted to be shared 
with third parties, time limits for erasure, security measures and 
what compensation, if any, data providers are to receive. 

One challenge is that compliance failures by one party can 
give rise to legal risks for the other. If, for example, one of the 
purposes for which the data user intends to process the data 
or even the sharing of the data itself is not covered by the data 
protection policy or other contractual documents on the data 
provider’s side, this can result in a compliance violation by both 
the user and the provider. In principle, this challenge can be 
addressed through solid contract drafting and advance legal 
review of the plans for data access and processing. Trustworthy 
third parties like data trustees can also provide suitable frame-
works for data providers and data users alike to address this 
challenge.

Data security:
Ensuring data security is crucial in the case of industrial pro-
duction, plant and equipment data. In one survey conduct-
ed by Bitkom, 47 percent of businesses that do not share data 
expressed concern about possible misuse of their data (Bitkom 
2023b). This is why authentication and authorization are 
crucial, as they are instrumental in controlling data access and 
preventing abuse and the disclosure of trade secrets. 

With this in mind, companies and other institutions have 
already incorporated protective measures into their general 
data security strategies, so they can be used for exchanges of 
data. Depending on the details of the data sharing, protective 
measures can be adopted by data trustees or other trustworthy 
third parties. 

Interoperability:
Interoperability is a key requirement, and often also a chal-
lenge, when it comes to simplifying the exchange of data. In 
the Bitkom survey mentioned above, 26 percent of respon-
dents gave up on plans to exchange data because the data was 
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not directly compatible (Bitkom 2023b). There is a wide variety 
of different data formats even within the same industries, a sit-
uation the Data Act intends to simplify considerably. The data 
must be available in a “comprehensive, structured, commonly 
used and machine-readable format” (EU Com 2024).4 Meet-
ing these requirements is a challenge for many companies. 
This applies to both preparing the data according to suitable 
standards, including industry standards, and potential updates 
when standards are adjusted. 

Data requiring protection:
Implementing protective measures for protected data (such as 
industrial production, plant and equipment data or personally 
identifiable data) is a challenge. Companies need to ensure 
that no information is disclosed that could violate the rights of 
equipment manufacturers or users, thereby leading to financial 
losses or compensation. Data providers are therefore obligated 
to take technical measures to protect sensitive information 
while guaranteeing the usability of data at the same time. 
If there are plans to share aggregated data, it is necessary 
to ensure that no personally identifiable information can be 
derived from it. In the case of smart meter data, personally 
identifiable information can be protected through geographic 
or temporal aggregation, for example (Wagh, Mishra 2023). 
There are technical solutions available to protect sensitive data, 
meeting the requirements of data providers and users alike.

Right to withdraw in the case of data donations:
In the case of personal data, data donations play an important 
role, as they can lower the costs to data users. But because 
these kinds of data often contain sensitive information about 
individuals, data users have to ensure that the data in question 
is properly erased if a data donor exercises their right to with-
draw consent or the donation agreement expires. If the data 
has been anonymized, it is no longer considered to constitute 
personal data and thus no longer falls within the scope of the 
GDPR, so the rights to withdraw consent (and all other GDPR 
provisions) cease to apply.

Trilemma — challenges
The biggest challenge when it comes to exchanging data is the 
trilemma involving benefits, costs and risks or uncertain-
ties. Both data providers and data users have a number of 
questions to answer:

1.	 What is the benefit or value of the data?
2.	 How much time, effort and expense will go into sharing the 

data (including the necessary data preparation)?
3.	 How great is the potential risk involved in the data 

exchange, and what uncertainties are there?

4	 See the first paragraph of Article 5 of the Data Act, available online at http://data.europa.eu/eli/reg/2023/2854/oj (Regulation (EU) 2023/2854 of the European 
Parliament and of the Council of 13 December 2023 on harmonised rules on fair access to and use of data and amending Regulation (EU) 2017/2394 and Directive 
(EU) 2020/1828).

While data providers are concerned mainly with the dilemma 
of benefit versus cost, data users face the added challenges 
of ensuring data quality and interoperability and honoring the 
right to withdraw consent. 

Models and concepts for data spaces as platforms have been 
developed and already put into live operation across various 
sectors as infrastructure to resolve some of the challenges 
in exchanging data as noted above. Data spaces represent 
decentralized data ecosystems that are aimed at shared benefit 
and based on jointly agreed technologies and standards to 
ensure the interoperability of the data and the security of the 
exchange. 

When it comes to resolving the challenges involved in sharing 
and exchanging data, data trustees are one option, acting 
as neutral service providers between data providers and data 
users. In addition to secure data exchange, including via their 
own data spaces, data trustees can also help resolve other 
challenges (including meeting compliance requirements, 
preparing data for anonymization and other procedures, acting 
in the role of broker/matchmaker between data providers and 
users or providing advising services).

2.5.	 Solutions for data sharing through EU 
regulation

2.5.1	 Data Governance Act (DGA)
 
What are the goals of the DGA, and what are the plans 
for achieving them?
The DGA entered into force in June 2022 and has applied since 
September 24, 2023. It has two main goals. First, it is intended 
to support the sharing and donation of data among private 
entities and the use of shared or donated data. The DGA 
attributes a lack of trust to the low willingness that has been 
seen so far among companies, private individuals and other 
stakeholders in the data economy to share or donate data or 
use shared or donated data. With this in mind, the DGA has 
developed a legal framework for data intermediation services 
providers (DISPs), which are intended to enable commercial 
sharing of data, and for data altruism organizations (DAOs), 
which aim to help advance the donation of data. Both types of 
organization can be viewed as subtypes of data trustees. The 
legal framework defined in the DGA is intended to promote 
the emergence of trustworthy DISPs and DAOs, thus easing the 
situation (European Commission 2024, Kerber 2021).

http://data.europa.eu/eli/reg/2023/2854/oj
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The second goal of the DGA is to enable public bodies that 
possess protected data to release the information for further 
use. The Open Data Directive (Directive EU 2019/1024) already 
urged public sector bodies to release data in their possession 
for use by private entities. However, protected data — per­
sonally identifiable data, trade secrets, intellectual property  
and data subject to confidentiality obligations — was exempt. 
The DGA stipulates conditions under which these kinds of  
data can be disclosed. However, it does not define any new 
legal obligations to actually release the data. That is up to  
the Member States. Another important point is that data in the 
possession of public enterprises and cultural and educational 
institutions (such as universities) is explicitly exempt from these 
provisions of the DGA. The rules that apply to DISPs and  
DAOs are therefore likely to be the most relevant to the energy 
sector rather than those concerning the release of public  
data. In light of this, the remainder of the discussion focuses 
on DISPs and DAOs. 

What are data intermediation services, what are they 
allowed to do, and what are their obligations? 
Article 2 DGA defines a data intermediation service as a service 
which aims to establish commercial relationships for the pur-
poses of data sharing between an undetermined number of 
data holders (companies, natural persons etc.) on the one hand 
and data users on the other. The following are explicitly not 
considered DISPs:

i.	 Services such as data brokers that collect data from data 
holders, enrich or transform the data (for example through 
aggregation) for the purpose of adding substantial value 
to it and license the use of the resulting data to data users 
without establishing a commercial relationship between 
data holders and data users 

ii.	 Services that are exclusively used by one data holder (such 
as a major corporate group) in order to enable the use of 
the data held by that data holder (an internal data platform 
used by the group, for example) 

iii.	Services used by multiple legal persons in a closed group 
(for example, within a supply chain)

iv.	Providers of technical tools such as clouds or software that 
enable the exchange of data but where the provider does 
not act as an intermediary or broker. A cloud provider is 
thus not a DISP, but a data marketplace operator is. 

Data intermediary organizations can be for profit or not for 
profit. Articles 11 and 12 DGA set out the provisions that apply 
to DISPs, which are relatively extensive. The key points are as 
follows:

DISPs have to observe all of the existing legal provisions, 
such as those on data protection and privacy, competition, 

5	  This list can be viewed at https://digital-strategy.ec.europa.eu/en/policies/data-intermediary-services. 

protection of trade secrets and so on. In particular, the DGA 
does not take precedence over the GDPR.
DISPs are not permitted to use the data that data providers 
share through them for any purposes other than (i) to pro-
vide it to the data users, (ii) to further develop the interme-
diation service itself and/or (iii) for security purposes. This 
means the data intermediation organization is not permitted 
to use the data for its own commercial or other purposes 
that go beyond acting as an intermediary.
The legislature seems to provide that DISPs share the data 
exchanged through them, as a general rule, in the format 
in which they have received it from the data providers. In 
principle, format conversion is permitted only to improve 
interoperability, at the user’s request, for legal reasons or 
to satisfy international data standards. Other forms of data 
enrichment seem to be permissible only if they serve the 
exchange of data — the law mentions “curation,” conver-
sion, anonymization and pseudonymization — and require 
the express consent of the data providers in any case. Any 
enrichment of the data with additional information or 
aggregation into a larger data product that goes beyond 
this could therefore be unlawful and should undergo legal 
review as a first step.
The same applies to additional services and tools. The DGA 
mentions that a data intermediation services provider could 
offer these kinds of options but seems to be primarily refer-
ring to services/tools that directly facilitate sharing of data 
(such as intermediate storage or anonymization). Whether 
farther-reaching services such as analytics would be permis-
sible is still unclear. All applications of services/tools require 
the data provider’s consent.
DISPs must be separate legal entities. A DISP cannot be a 
business unit within a company, for example; it would need 
to be organized as a separate subsidiary or similar. DISPs are 
not permitted to grant special conditions (such as discounts) 
to data providers and/or users if they also use other services 
offered by the DISP or its affiliates.
DISPs must register with a competent authority, which each 
EU Member State designates. In Germany, this falls within 
the purview of the Federal Network Agency (Bundesnetza-
gentur). This authority passes the registration along directly 
to the European Commission, which maintains a public list5 

of recognized DISPs.
Other provisions concern fair, transparent and non-discrim-
inatory access, security, breaches, notification obligations, 
insolvency, interoperability, logging and cross-border trans-
fers of data.

 
DISPs that already offered their services on June 23, 2022, are 
required to fulfill the DGA starting on September 24, 2025. 
DISPs that began operating after June 23, 2022, would already 
be obligated to fulfill the DGA now as a general rule.  

https://digital-strategy.ec.europa.eu/en/policies/data-intermediary-services
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In practice, however, this is already not possible in full, as 
Germany did not designate the competent authority until just 
recently. Across the EU, not many DISPs have been registered 
with the Commission yet (those that have been registered are 
from countries including Finland, France and Hungary). Rec-
ognized DISPs are allowed to use the shared “EU Recognised 
Data Intermediary” logo.6

What are data altruism organizations, what are they 
allowed to do, and what are their obligations?
Data altruism organizations (DAOs) are legal entities that 
collect data made available on the basis of data altruism (“data 
donations”) and provide it to users for objectives of general 
interest (Article 15 DGA). Article 2, point (16), DGA defines 
“data altruism” as the voluntary sharing of data, on the basis 
of consent, by data holders or natural persons without any 
reward that goes beyond compensation related to the costs 
that these providers of data incur where they make their data 
available, for objectives of general interest such as combating 
climate change, improving mobility, or research. The DGA is 
silent on the issue of whether for-profit enterprises are per-
mitted to use these kinds of donated data, and if so whether 
they can do so for purposes with an at least indirect profit 
motive (such as product R&D). The DGA does not rule this out, 
anyway. At any rate, donors of data must not be rewarded for 
their altruism (regardless of the form of the reward, such as 
compensation, discounts, access to special services, etc.).

Article 19 DGA allows a DAO to register as “EU recognised” 
with an authority of a Member State (in Germany, this is also 
the Federal Network Agency). Recognized DAOs are allowed to 
use the “EU Recognised Data Altruism Organisation” logo and 
are listed in a common European register. However, registration 
as a “recognized” DAO is explicitly not required; even “unrec-
ognized” organizations are permitted to continue their data 
altruism activities (Recital 46 DGA).

The conditions that apply to recognition are relatively exten-
sive (Articles 18 through 21 DGA). Recognized DAOs are not 
permitted to pursue any for-profit aims and must be legally 
independent from any organization that operates on a for-prof-
it basis. Their documentation and reporting obligations include 
but are not limited to the names and contact details of all data 
providers and data users, the time or duration, purposes and 
technical means of the processing undertaken by the users 
and the technical data protection measures utilized, along 
with any results. A DAO is required to notify data providers, 
before any processing their data, of the objectives, purpose 
and, where applicable, location of processing and make tools 
for simple granting and withdrawal of consent available to 
them. There are also security requirements and compliance 

6	  Logos are available at https://digital-strategy.ec.europa.eu/en/library/logos-data-intermediaries-and-data-altruism-organisations-recognised-union.

with a “rulebook” that has yet to be defined by the Commis-
sion, which is to set down information and security technology 
requirements in further detail (Article 22 DGA). A draft version 
is to be available in early 2025. The EU also plans to publish a 
common consent form for DAOs so consent can be obtained 
in a standardized form EU-wide. However, as of the time of 
writing, only a single DAO (from Spain) has been listed in the 
European register of recognized DAOs.

What are critical discussion points?
There is broad-based support for the DGA’s goal of promoting 
greater sharing, donation and use of data. The development of 
an EU-wide legal framework and shared European logos and 
branding for DISPs and DAOs is also fundamentally reason-
able. At the same time, there is criticism (see, for example, Veil 
2021a, 2021b, 2021c) that the DGA primarily creates new and 
labor-intensive obligations for both DISPs and DAOs without 
offering any substantial relief from existing regulatory burdens 
(such as GDPR exemptions) or advantages to counterbalance 
them. The view that lack of trust in the security and neutrality 
of DISPs and DAOs is the main reason impeding their develop-
ment, which underpins the DGA, also seems open to debate. 
However, as noted above, trust/neutrality do not by themselves 
create a positive incentive for sharing data. The expectation 
that the benefit will outweigh the cost is what creates this 
kind of incentive. The time and effort (which equate to higher 
costs) that the DGA compels DISPs and DAOs to expend and 
the restrictions it imposes on their own use of data, special 
conditions, organizational form and potentially additional ser-
vices and value-adding data enrichment (in the case of DISPs) 
and for-profit objectives (in the case of DAOs) certainly do not 
make it any easier to build DISPs or DAOs or to create offerings 
that actively induce the sharing and donation of data. Never-
theless, the fundamental logic of advancing the sharing of data 
to a greater degree still holds. With this in mind, data economy 
stakeholders should both examine the extent to which DISPs 
and recognized DAOs as defined by the DGA are nonetheless a 
feasible route for them and actively investigate whether other 
constructs that do not fall under the DGA are legally possible 
for them and could be a good idea from an economic and/or 
technical standpoint. This could involve measures like estab-
lishing a nonprofit sectoral data broker that does not establish 
any direct commercial relationships between data providers 
and users — making it not a DISP as defined by the DGA, 
so it is exempt from the provisions of the DGA — but is still 
designed to enjoy as much trust as possible (for example, no 
profit motive of its own, operation by an industry association, 
or similar).

https://digital-strategy.ec.europa.eu/en/library/logos-data-intermediaries-and-data-altruism-organisations-recognised-union


Fig. 2: Data Act timeline
The Data Act entered into force on January 11, 2024, but most 
of its provisions take effect 20 months later, on September 12, 
2025. Exceptions include the obligations arising from Article 3 (1) 
to design products in such a way that data is accessible to users by 
default, which take effect one year later, on September 12, 2026, 
and the extension of the specifications to existing contracts, which 
does not take effect until September 12, 2027.
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2.5.2.	 Data Act (DA)
 
What are the objectives of the Data Act?
The primary objective of the Data Act is to more fairly distrib-
ute the value created from data among the stakeholders in the 
digital environment. Data silos are to be broken down and the 
data released in the process made more accessible to all those 
involved in this space, creating a data market geared toward 
competition and unlocking new possibilities for data-driven 
innovation. At the same time, the legislation aims to strength-
en the rights of those whose products and services generate 
commercializable data in the first place.

How are these aims to be achieved?
The goals of the Data Act are to be achieved first and foremost 
in that users of digital products and services based on them are 
given more control over the data generated by their products 
and the services they use. Users can be private individuals or 
enterprises (Article 2, point (12)) such as plant and equip-
ment operators. For example, users can demand that the data 
holder provide data — wherever possible, in real time — for 
themselves or data recipients (Articles 4 and 5). “Data holder” 
means a natural or legal person that has control over a product 
and an associated service and is thus in a position to provide 
data (Article 2, point (13)). “Data recipient,” in turn, is defined 
as a natural or legal person to which or whom the data holder 
makes data available for business purposes at a user’s request 
(Article 2, point (14)). 

Furthermore, pursuant to Article 4, point (13), data holders are 
not permitted to use non-personal data generated by the user 

for their own purposes unless an agreement has been reached 
with the user regarding this beforehand. Article 3(2) and (3) 
obligate the data holder, in this context, to provide far-reaching 
information to the user prior to entering into a contract. This 
is intended to promote the monetization of data use. Users 
are to be given the choice of providing their data to either 
data holders or data recipients, depending on who offers them 
better service or more compensation for the use of their data. 

Which data is covered by the Data Act?
The specifications of the DA pertain mainly to two types of 
data: product data (Article 2, point (15)), which is generated 
through the use of a product, and related service data  
(Article 2, point (16)), which represents the digitalized form  
of the user’s interactions, intentional or not, with the product. 
However, user access is restricted exclusively to “readily 
available data” (Article 2, point (17)), which the data holder 
can obtain without disproportionate effort going beyond a 
simple operation. This means the law applies to both raw and 
“pre-processed” data (physical parameters such as tempera-
ture, pressure, flow rate, position, acceleration, speed etc.)  
as well as to the metadata (which includes the basic context 
and timestamp for the data) needed to make the provided 
raw and pre-processed data usable (Recital 15). Enriched data, 
meaning in particular analyses or interpretations of raw or 
pre-processed data, is not covered by the user’s claim to access 
and sharing. Beyond that, the provisions of the DA extend  
to both non-personal data and personal data. However, the 
provisions of the GDPR are not affected, which means that 
data holders and recipients are still required to observe the 
currently applicable data protection regulations.
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Provisions concerning data transfers from the data 
holder to the data recipient
Further provisions govern the conditions under which data  
is transferred from the data holder to the data recipient.  
For example, to ensure interoperability, the data must be  
provided in a structured, commonly used and machine- 
readable format (Article 5(1)). Beyond that, Article 9 permits 
data holders to demand that the data recipient provide  
reasonable consideration for the provision of data, but they 
must take various factors into account when doing so  
(particularly if the recipients of the data are SMEs) to demon-
strate that it is reasonable. 

Data recipients are also particularly prohibited pursuant to Arti-
cle 6(2), point (e), from using the data they receive to develop 
a product that competes with the product from which the data 
originates and from disclosing the data on their end to another 
third party for this purpose. The law also addresses issues of 
protecting trade secrets (e.g., Article 4(6)7).

Other relevant provisions concern access to data by public 
bodies under exceptional circumstances.

What are critical discussion points?
Critical discussion points relate in particular to drawing the 
line between the raw and pre-processed data to be provided 
and enriched data, which falls outside the scope of the law. 
There are fears across European industry that lack of legal 
clarity could lead to the disclosure of trade secrets to non-Eu-
ropean competitors. Within the European energy sector, there 
is also concern that the DA could bring even greater legal 
uncertainty to a regulatory landscape that is already viewed as 
being unclear and complicated. The stakeholders designated 
as “gatekeepers” by the European Commission pursuant to 
the Digital Markets Act (currently seven companies: Alphabet 
(Google), Amazon, Apple, ByteDance (TikTok), Meta (Facebook, 
Instagram, WhatsApp), Microsoft and Samsung) are exempt 
from the provisions of the Data Act due to their dominant posi-
tion. The goal of this carve-out is to prevent data from leaking 
to the biggest digital players, at least.

There are also questions regarding how the extensive rules 
established by the Data Act are to be enforced in practice. For 
example, using provided data to develop a competing project 
is prohibited, but whether recipients of data will abide by this 
prohibition and how to monitor this in case of doubt is as yet 
unresolved. 

7	  Regulation (EU) 2023/2854 (Data Act) available at https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32023R2854

8	 For further discussion of this point, see Kreutzer, S. et al. (2023): Wissenschaftliche Begleitung und Vernetzung der Projekte zur Entwicklung und praktischen 
Erprobung von Datentreuhandmodellen in den Bereichen Forschung und Wirtschaft. Bericht zu Arbeitspaket 1.2: Anforderungen und Umsetzungshemmnisse 
für Datentreuhandmodelle. Technopolis Group.

2.6.	 Side note: potential business models for data 
trustees 

Numerous attempts to establish sound business models for 
data trustees are currently under way. However, a definitive 
model has not yet taken shape. Owing to the wide variety of 
industries and fields of application involved, it is likely that dif-
ferent industry-specific models will emerge. Even so, any solid 
business model will have to answer three key questions: 

What is the data trustee’s value proposition to data users 
and data providers?
How is the data trustee funded? 
Does it pursue for-profit aims?  

In principle, data trustees can pursue for-profit aims. Howev-
er, there are two reasons that can argue in favor of non-profit 
orientation. First, it can be easier for a non-profit data trustee 
to build trust, especially when the operator is also a neutral 
instance known to the industry stakeholders (such as an asso-
ciation or consortium). Second, it tends to be easier for a data 
trustee that operates purely on the basis of covering its own 
costs to keep the costs (such as fees) to data providers and 
users low, which in turn lowers barriers to participation.

Existing data trustees often seem to obtain at least a portion 
of their funding from government or private sources (such as 
associations, foundations, corporate consortia). Furthermore, 
fees are often charged to data users (less often to data provid-
ers) or there are at least plans to do so. There are many possi-
bilities in this regard: For example, fees can be structured as a 
subscription model (time period, data volume) or by access, or 
they can include a freemium component (free up to a certain 
threshold, then paid) or be charged on a sliding scale accord-
ing to the users, with cheaper access for SMEs or universities 
(Kreutzer 2023). Depending on the industry context, more 
individual models can be a good idea. In the field of medicine, 
for example, it is common for pharmaceutical companies to 
bear the costs of biobanks’ expansion of their data stocks — 
which not infrequently run to eight figures, — and in return 
be granted temporary exclusive use of the data before it is 
released to everyone.8

The value proposition determines which services the data 
trustee offers. The core service will typically be enabling the 
exchange of data. Two fundamental legal and organizational 
structures are possible for this. The first one involves the data 
trustee enabling direct data exchanges between providers and 
recipients that are structured as direct business relationships 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%253A32023R2854
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between these two parties. In this case, the data trustee falls 
within the scope of the DGA. This has the added advantage 
that the data trustee can register as a “recognized DISP,” 
which can foster trust. It also makes it possible to structure 
the data exchanges from a technical perspective as direct data 
flows between providers and recipients — that is, without the 
data passing through the data trustee itself. This is likely to 
reduce the security- and compliance-related requirements and 
costs to the data trustee. At the same time, the data trustee is 
then subject to all of the requirements and restrictions of the 
DGA.

Alternatively, the data exchange can also be structured as 
business relationships between the data trustee and the data 
provider or users alone in each case, without direct relation-
ships between providers and users. This would remove the 
data trustee from the scope of the DGA, creating greater 
leeway from a regulatory perspective. However, in that case 
it seems likely that the flow of data would run through the 
data trustee at any rate, and the data would be in its direct 
custody and control, possibly for a longer period — with all 
the additional security and legal requirements that go along 
with that, but potentially also the possibility of developing 
additional offerings and value propositions for providers and 
users alike. Depending on the industry and application context, 
combination forms of data trustee that bring together different 
elements of these two basic legal and organizational forms 
could also be an option.

However it is structured, the core service of data exchange is 
likely to have the following key parts:

Providing the necessary technical infrastructure for the data 
exchange, including a technical and organizational architec-
ture that makes it easy for data providers to see how their 
data is being used (purposes, methods, possibly results) 
and to exercise data sovereignty (i.e., being able to prohibit 
certain uses and erase data)
Ensuring data security and data protection, adherence 
to usage and exchange agreements and other forms of 
compliance on the part of providers/users; where applicable, 
supporting the parties in this
Assuring the quality of data and metadata
Further forms of data processing or preparation, particu-
larly those aimed at enabling or facilitating data exchange: 
anonymization or pseudonymization, formatting, possible 
cleaning 

Additional services can be designed around this “core.” One 
potentially very important service involves acting as a match-
maker and even use case orchestrator for data providers 
and users. As discussed above, identifying and developing new 
use cases often requires extensive communication between 

providers and users, along with an in-depth understanding of 
their respective domains and even business models, as well 
as technical and business capabilities. Without all this, it can 
be difficult to even see which data, partners and potential 
new applications could be of interest in the first place. If data 
trustees build deeper knowledge about their participants and 
the participants’ data and domains, they can bring potential 
providers and users together on a specific basis and orches-
trate these discussions and processes of identification and 
development.

There should be no legal problem with this kind of match-
making or even company / use case builder services, including 
under the DGA, as the data trustee (DISP) is not itself using 
the provider’s data in the process (at least not for purposes 
that go beyond enabling the exchange of data). However, 
additional services based on processing of provided data 
are also conceivable. These could also be highly interesting 
to both providers and users, but they might be more difficult 
from a legal perspective for a data trustee that falls under the 
DGA. Nonetheless, the legal interpretations are still on the fluid 
side at present. A legal review would definitely be advisable. 
Services like these could include, for example, enriching data 
with additional information and/or aggregating it into larger 
data products, offering analytics tools and/or services and other 
self-produced analyses and interpretations of the data.
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3.	 Sample Use Cases for Exchanging 
Data in the Energy Sector

3.1.	 Data donation and trustee for HEMS data

Power suppliers’ schedules are based to a large extent on stan-
dard load profiles for household consumption. However, the 
actual load profiles increasingly deviate from these standard 
profiles. This pushes up costs in the power supply sector, as the 
discrepancy between the predictions and actual demand must 
be made up in the short term with costly balancing energy. To 
be able to plan for future realities in households that consume 
electricity, extensive and detailed information is needed from 
households, supplemented where applicable by information on 
whether they have solar panels, home energy storage systems, 
heat pumps, wall boxes or home energy management systems. 

The Data Governance Act now gives private and commercial 
consumers the option to share their consumption data in high 
time resolution with data trustees (data intermediation services) 

and data altruism organizations. These entities in turn offer 
ways to provide the data on an earmarked basis for additional 
uses and applications by electricity suppliers, grid operators 
and other stakeholders in the energy system, such as research 
institutes. In this arrangement, the data trustee or DAO acts 
as an intermediary between the households that are providing 
data and the electricity suppliers and others who are using it, 
handling data access and potentially other aspects of data gov-
ernance. There are various possible configurations for this:

Data trustee/DAO as entity processing and storing data: 
Data can be collected by the trustee or DAO, stored there 
and then provided to data users. 
Data trustee/DAO without own direct access to data: Alter-
natively, a data trustee or DAO can control and monitor the 
exchange of data between the households and data users 
without having its own direct access to the data.  



 
 

 

Fig. 3: Data donation regarding power consumption from HEMS to 
determine load profiles within and outside the Data Governance 
Act (DGA)

There are also various possible configurations for the specific 
form in which a data trustee or DAO is organized:
Data trustee as data intermediation service (DISP) as referred 
to in the DGA 
Data trustee that chooses an organizational form that does 
not fall under the provisions of the DGA

 
These options — data trustee outside the DGA, DISP under 
the DGA, “recognized” DAO under the DGA, unrecognized 
outside it — all have different pros and cons depending on 
the use case. A DAO could be the form that garners the most 
trust for households in particular, but because a “DGA-recog-
nized” DAO, at any rate, is not allowed to offer data donors 
any direct monetary advantages, it could be difficult for it to 
create sufficient incentives for donors. The benefit to donors 
would be very indirect, manifesting itself in lower grid fees for 
all electricity customers. 

As discussed, a data trustee that does not fall under the DGA 
enjoys greater freedoms with regard to business models and 
data use than a DISP as referred to in the DGA, which could 
make it easier to create value for users and providers of data. 
However, “getting around” the DGA could require organiza-
tional structures that themselves give rise to new costs, while 
any trust advantages stemming from branding as a “recognized 
DISP” would be lost. In short, the specific pros and cons need to 
be analyzed and weighed in detail, but it is clear that there is a 
potential benefit to be derived from the data.

3.2.	 Exchanges of data in operation of wind 
turbines 

Modern wind turbines are complex machines equipped with 
hundreds of sensors that control and monitor their function-
ing. The data generated by these sensors is key not only to the 
turbines’ operation but also to predictive and reactive mainte-
nance and repair. Access to and use of this data is typically gov-
erned by the purchase agreement between the manufacturer 
and the operator. The buyer generally acquires a portion of the 
available data. The manufacturer collects the full data volume 
in systems of its own. 

At the same time, the initial purchase often also involves enter-
ing into years-long full maintenance agreements, which assign 
responsibility for service to the manufacturer or its service 
partners and guarantee a minimum level of availability for the 
operator. The exclusive data availability gives the manufactur-
er’s service arm a competitive advantage over independent 
service providers. The Data Act will expand operators’ access 
to data and give them clear rights to use the data generated 
by their equipment. This means data can be used jointly with 
third parties that do not compete with the manufacturer. It is 
conceivable that external software services could be involved 
here for tasks like early detection of errors. Cooperation with 
suppliers on aspects such as condition monitoring or other ser-
vices relating to individual components also becomes possible. 
Uses of the data are also potentially relevant in the non-techni-
cal sector, such as when assessing the risk of failure or damage 
for funding entities and insurers.
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17

Sample Use Cases for Exchanging Data in the Energy Sector



18

Sample Use Cases for Exchanging Data in the Energy Sector

3.3.	 Exchanging data to use information from EV 
batteries

The charging behavior of the surging number of electric vehi-
cles is becoming an increasingly important factor for the elec-
tricity system. For example, it is necessary to predict and plan 
for the power needed to charge these vehicles with the great-
est possible accuracy. Simultaneous charging peaks can also 
cause bottlenecks in the distribution network. And that means 
local temporal forecasts are also useful. Aside from that, the 
existing vehicle fleet represents a large pool of geographically 
available battery storage overall, and bidirectional charging in 
particular will make this an important source of flexibility in the 
power grid going forward. 

All of these functions require access to vehicle battery data. 
The information needed includes the battery’s rated output 
and capacity, current charge status, technical condition and 
possible operating points. This data is part of the battery 
management system and is present both in the vehicle and 
at the manufacturer’s end. The battery is the highest-value 
component in any electric vehicle. Both battery properties and 
battery management are thus viewed as key areas of expertise 
for manufacturers in the electric mobility space. As a result, 
manufacturers are very reluctant to release this data, since they 
are trying to avoid detrimental impacts from competitors com-
bining and reverse engineering control expertise from the data. 

The Data Act gives automotive customers the right to access 
their battery data and permits them to share it with third par-
ties as well. The EU’s Renewable Energy Directive (RED III) also 
provides pathways for battery data from home storage systems 
and EVs to be shared for applications in the energy system. 

The conflict of interest between use in the energy sector 
and protecting manufacturers’ sensitive IP can be resolved 
by involving a data trustee, whether organized as a DISP as 
envisioned in the DGA or in a different structure. A DAO could 
also be an option, although the economic interests of those 
involved and the issue of incentivizing vehicle owners could 
argue against it. The trustee would govern the exchange of 
data between stakeholders and guarantee that the data is used 
for the earmarked purpose of energy sector applications. The 
data would flow in this case either through the data trustee 
(“man in the middle”) or directly between providers and users. 
In any event, the data trustee would monitor access to the 
data and compliance with the terms of use, pseudonymize and 
possibly aggregate the data and securely encrypt it. Finally, 
the trustee would likely handle aspects of compliance and 
administration for the interested parties and might also act as a 
matchmaker.

Trust in and acceptance of the data trustee’s organization is a 
crucial factor in light of the size of the stakeholders involved 

and the intensity of the divergent interests, especially as there 
is also no clear industry association in this field of energy sys-
tems integration that would be an obvious choice for this role. 
Alternatively, a solution can be discussed and created at the 
regulatory level. 
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4.	 Opportunities and Avenues of Action

4.1.	 Opportunities for data exchange through the 
Data Act and Data Governance Act

Areas of application
The sample use cases show that the new rules on data use 
established by the Data Act and Data Governance Act unlock 
opportunities for improved use of data and may simplify tech-
nical solutions and implementation for industry players. To that 
end, it is necessary to create sufficient incentives for potential 
participants. 

Data Act
The future rights to use the data generated from a person or 
entity’s own systems and equipment established by the Data 
Act open up a wide range of possibilities. From an energy 
sector perspective, there is particular interest in HEMSs. Data 
from these systems can be mined by entities such as grid 

operators and electricity suppliers for insights to optimize their 
processes. This can take place through more efficient, more 
individual load profiles and forecasts or by providing flexibility 
to the electricity market or in bottleneck management. This 
area holds huge potential to be tapped into for flexibility that 
can be addressed and marketed digitally (European Commis-
sion 2022).

In addition, all operators of the systems and equipment in the 
energy system benefit from their operating data being usable. 
As a result, the widely discussed advantages for optimization of 
operation and maintenance can also be utilized for the energy 
sector. This represents an important economic improvement in 
light of the high capital intensity of renewable energy facilities.

One important aspect in mobilizing this potential will be the 
usability of the data in a clearly understandable format, if at all 
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	– Data sharing with third parties

	– Standardized formatting and interfaces
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possible using relevant technical standards. Another criterion 
for success is the provision of well-documented interfaces 
(such as REST API) so the data can be readily incorporated into 
additional systems in ways that lend themselves to automation. 
Access to these interfaces requires authorization concepts and 
authentication methods to ensure that authorized access to the 
data is secure. Data space concepts can yield approaches for 
controlling access on the basis of shared identity concepts in 
this regard. 

Data Governance Act
The data donation and data intermediation service (data 
trusteeship) models set down in legal terms by the Data Gov-
ernance Act can help to resolve conflicts of interest or break 
down motivational barriers when it comes to the use of data. 
At the same time, there is a need for incentives for potential 
participants to get involved with these models. Data trustees 
can also specialize in entering into data use agreements with 
data providers and users, thereby streamlining processes. This 
holds out the prospect of making agreements and negotia-
tions simpler and laying clearer legal bases for the use of data. 
Reducing legal risks can also make access easier for smaller 
stakeholders.

One key question in all this is who can be the operator of a 
data trustee, data donation company or data space as a data 
intermediation service. The organizations that take on this 
role should enhance trust in the data use process on the part 
of organizations that do not wish to agree on data usage 
with each other directly. This means it is crucial to identify the 
issues in the industry that can be solved through data trustees 
or data donation models. In this regard, these organizations 
are required to meet stringent requirements for technical and 
organizational integrity and ideally to have already won the 
trust of business partners in the market. Amid this situation, it 
is important to clarify whether associations can play a role in 
the data economy, and if so how, for instance by offering data 
trustee arrangements. 

As designing business models for these roles has proven to be 
difficult thus far, one possible outcome is that a small number 
of domain-specific data specialists will emerge to satisfy the 
sometimes quite complex requirements that apply in the areas 
of technology and compliance, provide services and offer 
advice on the use of data infrastructure. 
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Challenges and implications

Data Act
While plant and equipment operators gain new rights under 
the Data Act, the same legislation requires companies in the 
mechanical engineering industry in particular to be aware of 
their upcoming obligations and meet them by developing digi-
tal products and services. This should go hand in hand with the 
development of a strategy for how the new customer relation-
ships can be utilized for the future business. This gives rise to 
both time, effort and cost associated with execution and risks 
to the future data-based business in this sector. 

Data Governance Act
A sound medium-term perspective is necessary to entrepre-
neurial decisions for or against participation in data trustee-
ship models or data intermediation services. The benefits of 
participating are particularly uncertain when a model is still in 
its inception. They are based in part on network effects and 
thus in many cases do not fully emerge until a critical mass of 
other stakeholders gets involved. This level of uncertainty can 
contribute to lack of motivation at the individual organizational 
level. 

Another exacerbating factor is that the extensive requirements 
involved come at a heavy cost for both data trustees and data 
intermediation services, and these costs need to be passed 
through to participants via the business model. There is also a 
legal risk, which can likewise impact the costs and the number 
of providers. 

In this situation, companies and associations should review 
whether a data trustee or DISP could be a way to realize valu-
able use cases or resolve legal obligations collaboratively. The 
next step in execution should be to develop financially sound 
models while also considering the opportunities afforded by a 
broker role. The concept selected must include incentives for 
all of the stakeholders involved. Public funding can be used 
to finance flagship projects, covering a key part of the devel-
opment costs at the start of the process. In the medium term, 
projects like this should forge connections with other domains. 
In this regard, applying standards for data, processes and eco-
systems is especially important.

Government
The path to realizing the functions and services envisaged in 
the DGA is marked by a trilemma due to high uncertainty, low 
motivation on the part of stakeholders and the high costs of 
execution. These challenges impede development in an area 
that is actually intended to reduce friction in the system. 

The explicit restrictions the DGA imposes on the services that a 
data intermediation service is allowed to offer, in that it cannot 
make commercial use of the data itself, also make it more 

difficult to develop solid business models. Within a customer 
relationship, this can lead to situations in which stakeholders 
request additional services from a data trustee but the trust-
ee is not allowed to provide them. There is also uncertainty 
surrounding the scope of the benefits the intended labels will 
actually provide.

From a policy standpoint, it is especially important now to 
create legal certainty surrounding the new rules established 
by the DGA, some of which are not yet fully concrete. At the 
same time, this process should leave considerable scope for 
various interpretations so different approaches can be tried out 
within the relevant framework. 

To achieve this, continued support and funding for experiments 
involving the stakeholders most relevant to the use cases at 
hand will be a good idea during the ramp-up phase. This 
should encompass both the for-profit and nonprofit sectors. 
Initiatives aimed at data standardization and at maintaining 
data models and transferring them to application should also 
receive funding and support due to their central role.

Industry
Realizing the sample use cases described in this white paper 
and other applications will require balancing the individual 
motivations of participating stakeholders, the technology 
involved and the overall legal conditions. 

Clear motivation on the part of participants is key here. The 
subjective benefit of participating in a model must outweigh 
the costs within a reasonable period extending from the time 
when the decision is made. Beyond that, it must be clear — 
and be clearly communicated — what constitutes an incentive 
for data holders to share their data. This involves both an 
intermediation issue and a conflict of interest for stakeholders 
whose business model is based on having an edge in terms of 
data. 

As another basis, the subject of trust in the organizations and 
technologies involved needs to be more fully understood, with 
a greater grasp of the various complexities. The regulatory 
approach, especially as reflected in the Data Governance Act, 
of fostering trust through stakeholder certification address-
es a key point in building a fair data economy. However, 
certification alone will not be sufficient to create trust for 
increased sharing of data between stakeholders. From the 
stakeholder perspective, the benefit to be derived from greater 
data exchange and a fair balance among the interests of the 
stakeholders involved are crucial, and this issue is not resolved 
by certification alone. Another essential condition for creating 
trust is secure technology for controlling access to the data 
provided. This allows the data holders to know which stake-
holders are using and commercializing data.
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Companies in the industry will particularly need to familiarize 
themselves with the obligations and opportunities the situa-
tion creates and to develop data and digital strategies of their 
own. Organizations that have the role of data holder need to 
lay the technological foundations for data access and prepare 
the required pre-contractual information from a legal stand-
point. At the industry level, this topic should be addressed and 
followed up by associations and standardization bodies. 

The EU’s expectations have so far gone unfulfilled at the gov-
ernment and policy level. Unresolved legal questions impede 
development, and complex requirements make it more difficult 
to implement business models for data trustees. The DGA has 
thus overshot the mark in part. Improvement is needed at the 
policy and regulatory levels to help with this.

In spite of these deficiencies, the new rules hold out tremen-
dous opportunities for the data economy in the energy sector. 
These should be explored in greater detail, supported and 
funded and ultimately tapped into at the industry level in col-
laboration with associations and other industry initiatives.
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